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auThorS: TeaM guardTiMe healTh
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challenges with guardtime’s hSX platform.



parTnerShip 
challengeS and 
opporTuniTieS 
beTween life 
Science and 
TechnologY 
coMpanieS

The rise of universal technology platforms has been 

expected to change the centuries-old business 

models within healthcare by unlocking the power of 

decentralized use of data. however, it is not a trivial 

task. health systems are known for their peculiar 

internal dynamics and complex interrelationships, 

preventing technology alone to transform the sector. 

Understanding of the landscape coupled with 

incentives and (financial) power of health system 

stakeholders is needed to enable progress.

“/.../ large numbers of hospitals and 
doctors have to follow the lead of the 
13 [health] systems that have already 
jumped on board [of partnership with 
apple]. There are encouraging signs 
that many more will join, but ultimately, 
there needs to be a clear business case 
for both providers and their iT allies to 
invest in this new partnership.” 

- d BlUmenthal & a chopRa. hbS, March 2018 

global healthcare spend is predicted to reach 

$8.7 trillion by 2020 and it is only growing. at 

the same time, patient centric and personalized 

healthcare model assumes patients have control 

and management of their health data. The future will 

be even more transformational if meaningful large-

scale analysis of medical data can be leveraged to 

discover and better tailor optimal and value-adding 

treatments.

however, there remain challenges for healthcare 

ecosystem. how to overcome the lack of 

interoperability between systems to unlock much 

needed cost of efficiencies? how to maintain a single 

version of truth to prove the veracity and provenance 

of data? how to incorporate patient consent to 

unlock the sharing of data?

all healthcare ecosystem participants, including 

life Science companies, have understood that the 

key to survive and thrive in the future lays in long 

term engagement with end-customers. however, the 

complexity of modern healthcare system has created 

numerous middle-men with different incentives 

making customer engagement far out of reach for 

life Science companies.



estonia is one example of such digital society, where 

secure integration between various domains as 

well as private and public sector entities provides 

numerous opportunities for value-adding services for 

citizens and business opportunities for companies.

it is time for Big tech and Big pharma to work 

together. Tech companies that provide products 

and platforms and are committed to not seeing 

or re-selling people’s health data have a big role to 

play in the digital transformation of health care. 

pharma companies, with their deep understanding of 

medicine must be given the opportunity to connect 

directly with patients, to improve outcomes and 

efficiency of health systems. a combination of tech 

and pharma, with the right technology to ensure 

transparency, privacy and trust is the key to making 

this a reality. 

until now, the two sectors have tried to go it alone, 

and have lacked a key component to ensure data 

sharing at scale: a layer of security to provide a 

single version of the truth. a single version of identity, 

data authenticity and of provenance of data can be 

provided with the technologies like guardtime hSX 

platform.

Solutions that are facing individuals, but do not 

attempt to monetize personal data are better 

positioned to gain credibility by individuals as well as 

regulators. Yet, in order to provide customers the full 

benefits and drive change within such platforms need 

to be embrace large scale individual preferences and 

offer opportunities to engage individuals through 

multiple entities - pharma companies, research 

organizations, care providers, and government 

agencies. 





paTienT 
engageMenT for 
The life-Science 
induSTrY

track of medications, but they do not have access 

to 24/7 regulatory compliant product information or 

the many adherence and support tools that pharma 

companies provide individually.

pharma companies have no means to connect 

directly with patients. Their information may reach 

patients through websites and direct-to-consumer 

advertising (only uS and nZ) but there is no system to 

connect with patients for a two-way communication. 

a direct link between pharma and patients could 

enable tailored information (eg on combining drugs) 

and support (eg adherence, therapy optimization), 

as well as feedback from patients on performance: 

safety and effectiveness. Such direct connections 

are very sensitive, and in most of the world outright 

prohibited. There is also the challenge of dealing with 

multiple pharma companies, including many generic 

companies that invest very little in patient support.

even if there is increasing interest in real-world 

data to track the performance of drugs, randomized 

controlled clinical trials remain the backbone for 

clinical development. clinical trials are costly to 

run, and any delay has direct impact on the value of 

the asset. each day a drug is delayed from market, 

sponsors lose up to uSd 8M. data show that 80% of 

clinical trials fail to enroll patients on time, and up to 

50% of research sites enroll only one or no patients.

despite recent efforts by research organizations 

and start-ups like 23andme, the cohorts of people 

that have signed up “to be found” for clinical trials 

are still very small. also apple’s research Kit, next 

to its care Kit, has not succeeded in connecting 

patients in sufficient numbers. one reason is 

probably that these sites and apps do not provide 

enough useful information and tools for patients in 

their daily lives. platform providers like apple can 

provide generic tools for adherence and keeping 

patient cohort Recruitment for clinical trials,
access to real-world patient-reported data



The first immediate collaborative use-case between 

mobile platform like apple researchKit and a 

pharmaceutical manufacturer could be around 

clinical trial engagement. 

The existing dataflow model insists the health data 

to be channeled between pharmaceutical companies 

and patients only via intermediaries, which also do 

not easily communicate between each other. 

The improved health ecosystem dataflow permits 

each system participant to maintain their data and 

process it according to existing rules and regulations 

(eg hipaa, 21 cfr part 11 etc) while engaging with 

patients in a novel way that builds workflows more 

appropriate for integrated data capture and analysis.

assuming a common platform can be built, state-of-

the art and dynamic consent management would be 

required, as well as proof of identity (to trust patient-

reported data) as well as data provenance.

guardtime hSX can provide this technology. The 

same tools could be used to recruit patients for 

clinical trials as for connecting directly to patients 

taking specific drugs.
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addiTional 
Mobile 
eMpowerMenT 
opporTuniTieS

Next generation population health management, 

commissioning and payments

health systems seek to move away from fee-for-

service; and short-term and siloed budget models 

in order to focus more on integrated/coordinated 

provision of care.

The prospects of precision medicine require a 

new approach to public health: where disease is 

intercepted, treatments are personalized and citizens 

are given tools to self-manage their condition.

The rand research group (Mattke, Klauzer, Mengistu, 

rand 2012) recently proposed that the pharma 

industry should develop services related to drugs for 

chronic conditions. at the same time the european 

commission expert panel on investments in health 

has recommended (“innovative payment models for 

high-cost innovative medicines”, January 2018) that 

health systems adopt an approach of “commissioning 

of care” (and ultimately outcomes) rather than the 

pay-as-you-go reimbursement of services and 

products.

Outcome-based contracting with patient-reported 

measurements

as healthcare changes from a fee for service model to 

outcome-based pricing (or value-based pricing) - the 

integrity and availability of real time data is central to 

payers and providers globally: 

• payers, providers, regulators and pharma need to 

interact on a trusted network and agree between 

stakeholders what positive outcomes for patients 

means (or not) 

• data needs to be provided to corroborate or 

dispute the outcomes and results in real time; 

and if data is sensitive (personal privacy data) an 

alternative must be found to extract usable data in 

a privacy preserving manner. 

• people are increasingly looking towards patient-

reported outcomes, including data from wearables 

and devices

• payment and financial systems need to be 

updated in real time to manage risk and to 

integrate with third party payment systems, cros 

and legacy ehrs.

Both approaches require access to reliable data – without compromising data privacy. 

Guardtime HSX provides the solution.





Ministry of Justice. Today, estonia uses blockchain 

technology to enforce the integrity of government 

data and systems, including blockchain-backed 

health records and data transactions for its 1,3 

million citizens.

if google organizes the world’s information and makes 

it universally available, then guardtime validates that 

information and makes it universally reliable.  

estonia was the first nation State in the world to 

deploy blockchain technology in production systems 

- in 2012 with the Succession registry kept by the 

guardtime provides reliable and transparent solutions for digital companies & societies.
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